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Intellectual Property Rights Notice for Open Specifications Documentation

Technical Documentation. Microsoft publishes Open Specifications documentation for
protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IBL'sIDL's, or code samples that are included in the documentation.
This permission also applies to any documents that are referenced in the Open Specifications.

No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

Patents. Microsoft has patents that may cover your implementations of the technologies
described in the Open Specifications. Neither this notice nor Microsoft's delivery of the
documentation grants any licenses under those or any other Microsoft patents. However, a given
Open Specification may be covered by Microsoft Open Specification Promise or the Community
Promise. If you would prefer a written license, or if the technologies described in the Open
Specifications are not covered by the Open Specifications Promise or Community Promise, as
applicable, patent licenses are available by contacting iplg@microsoft.com.

Trademarks. The names of companies and products contained in this documentation may be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.

Fictitious Names. The example companies, organizations, products, domain names, emate-
mail addresses, logos, people, places, and events depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address,
logo, person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights
other than specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications do not require the use of Microsoft programming tools or
programming environments in order for you to develop an implementation. If you have access to
Microsoft programming tools and environments you are free to take advantage of them. Certain
Open Specifications are intended for use in conjunction with publicly available standard
specifications and network programming art, and assumes that the reader either is familiar with the
aforementioned material or has immediate access to it.

1/13

[MS-CONNMGR-Diff] - v20160510

Integration Services Connection Manager File Format
Copyright © 2016 Microsoft Corporation

Release: May 10, 2016


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
http://www.microsoft.com/trademarks

Revision Summary

Revision Revision
Date History Class Comments
07/6%77/7/2011 | 0.1 New Released new document.
11/633/2011 0.1 z«faﬁgem It\lhoectr;iﬂgﬁ:saltc::g:senmt.eaning, language, or formatting of
041/19/2012 0.1 N?ehangem Lﬂhc;(:tziﬂgr;‘ie(:sal'c%s:se:l.eaning, language, or formatting of
622/23/2012 0.1 N?ehangem Lﬂhc;(:tziﬂﬂiecsa;cc&gzsem.eaning, language, or formatting of
033/27/2012 0.1 ?:aﬂgem It\lhoectr;iﬂgﬁ:saltc::ggfem.eaning, language, or formatting of
955/24/2012 0.1 Nelc?angem It\lhoectr:(azﬂgﬁzzl'cc():ggfemfeaning, language, or formatting of
066/29/2012 0.1 Nelc?angem It\lhoectr:(azﬂgﬁzzl'cc():ggfemfeaning, language, or formatting of
077/16/2012 0.1 N?ehaﬁgem L\lhc;iziﬂgtiecsaltc&g:fe:?aning, language, or formatting of
10/688/2012 0.1 N?ehaﬁgem L\lhc;iziﬂgtiecsaltc&g:fe:?aning, language, or formatting of
10/23/2012 0.1 N?ehaﬁgem L\lhc;iziﬂgtiecsaltc&g:fe:?aning, language, or formatting of
033/26/2013 0.1 N?ehangem Itﬂh%ctr;iﬂgﬁzzr%g:fem?aning, language, or formatting of
066/11/2013 0.1 N?ehangem It\lh%ctt;iﬂgﬁ:zlt%ngem?aning, language, or formatting of
08/088/8/2013 | 0.1 N?ehaﬁgem L\lhoe(:tl'éacﬂgciacsaltocotzsemt.aaning, language, or formatting of
120552013 | 0.1 N getone | S g fo the meanig, language, or formating o
622/11/2014 1.0 Major WUpdated and revised the technical
oss/202014 | 10 N getone | M hanges o the mearing, language, o ormating o
5/10/2016 2.0 Major Significantly changed the technical content.

2/13

[MS-CONNMGR-Diff] - v20160510

Integration Services Connection Manager File Format
Copyright © 2016 Microsoft Corporation

Release: May 10, 2016



Table of Contents

IS I 1 o o Yo [T ot o o Y o R 4
1.1 [ L0 T1=T= 2 PR 4
T L] 1oL E 4
1.2 4

1.2.1 NOIrMAtiVE RO EIENCES .ttt i e r e st aae e ta e ranesarseaaseanaeas 5

1.2.2 INfOrmMative REfEIENCES vttt i et rne e raee e eanes 5
1.3 L L 7= YT 5
1.4 Relationship to Protocols and Other Structures.........coviviiiiiiiiiii e 5
1.5 Applicability STatemMENt . v 5
1.6 Versioning and LOCaliZation .....oviiiiiiiiiic e e e e 5
1.7 VeNdor-EXteNSible Fields ..vuiiriiiiii i i e e e e e i e e as 5

b7 2 o T ot o =R 6
2.1 Connection Manager File ... e 6

2.1.1 D11 F=T g g =T o= [ ol TR 6
2.1.2 (o] gl aT=Told o] a1 14 F=] at=Te 1=T o3 11V 01 P 6

3 Structure EXamples ...ccciiciiciiiiiiiiimin i s sra s s s s sra s sna s sssassnsnasnansannnnsnnsnnnns 7

] T ol Y 8
4.1 Security Considerations for IMplementers ..o e 8
4.2 Index Of SECUNILY FIlAS. .. uiui i e e e e e e e e enens 8

5 Appendix A: Product BehaVior .c.iccieciirierieriemsmsssasssasssssesssssasssssasssnssnsssssansasssnsansnnnss 9

6 Change TracCKiNg .iociorariararserariaransemassassnsasassassnsasassassnsasassassssasassassnsasansassssasassnsannnnas 10

72 8 2 T 1= T 12

3/13

[MS-CONNMGR-Diff] - v20160510

Integration Services Connection Manager File Format
Copyright © 2016 Microsoft Corporation

Release: May 10, 2016



1 31—Introduction

The Microsoft SQL Server Integration Services (SSIS) connection manager file format provides the
format for the connection manager file. The connection manager file is a file type that is used to
store the metadata for a project connection manager.

Sections 1.7 and 2 of this specification are normative-and-can—centainthe-termsMAY,-SHOULD,MUST;
MUSTNOFand-SHOULD-NOT-as-definredir-RFE2119-. All other sections and examples in this
specification are informative.

1.1 43—Glossary
Fhe-This document uses the following terms-are-specific-to-this-decument:

connection manager: A component that is referenced by an SSIS package. FheA connection
manager stores the information thatis-necessary to establish connections to external resources;
and-it establishes and provides these connections, on demand, to other components within the
SSIS package.

project: A collection of SSESIntegration Services (IS) packages that are developed and deployed
as a unit.

project connection manager: A connection manager that is defined at the scope of the
project rather than at the scope of any particular package. Because the project connection
manager is defined at the project scope, the project connection manager can be used within
each package in the project.

serialization: A mechanism by which an application converts an object into an XML
representation.

SQL Server Integration Services (SSIS) package: A module of a project. The module contains
control flow and data flow, as specified in [MS-DTSX] section 1.3.

XML document: A document object that is well formed, as described in [XML10/5], and might be
valid. An XML document has a logical structure that is composed of declarations, elements,
comments, character references, and processing instructions. It also has a physical structure
that is composed of entities, starting with the root, or document, entity.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
deseribeddefined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1-2—References

1.2 References

Links to a document in the Microsoft Open Specifications decumentation-do-notincludeapublishing
year-because-tinksare-library point to the tatestcorrect section in the most recently published version
of the referenced document. However, because individual documents;—whieh_in the library are not
updated fregquently—Referencesto-etherat the same time, the section numbers in the documents
include-apublishingyearwhen-one-isavailablesmay not match. You can confirm the correct section

numbering by checking the Errata.
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1+1-11.2.1 121+ —-Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-DTSX2] Microsoft Corporation, "Data Transformation Services Package XML Version 2 File
Format".

[MS-DTSX] Microsoft Corporation, "Data Transformation Services Package XML File Format".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

1+121.2.2 122 -Informative References

None.

121.3 1+-3—Overview

The file format for the Mieroseft-SQL-Server-Integration Services{SSIS) connection manager file is a
file type that is used to store the metadata for a project connection manager.

The connection manager file is an XML document.

131.4 +-4—Relationship to Protocols and Other Structures

The connection manager file format can be used as a payload in protocols that support the transport
of binary data.

+41.5 +-5—Applicability Statement

The connection manager file format is applicable for use in a Miereseft-SQL-Server-Integration Services
{SSIS)-project.

4:51.6 +-6—Versioning and Localization

This document describes version 1.0 of the connection manager file format. There are no localization-
dependent structures in the connection manager file format.

1-61.7 +-7—Vendor-Extensible Fields

Extensions to the file format that is specified in this document are not allowed. Tools that process this
format do not have to preserve unrecognized structures when loading or persisting this file format.
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2 2—Structures

2.1 23—Connection Manager File

A project connection manager file is an XML file.

2.1.1 231+31—XML Namespace

The connection manager file contains an XML structure. The namespace URI for the connection
manager XML structure is www.microsoft.com/SqlServer/Dts.

2.1.2 2312—ConnectionManagersType

The ConnectionManagersType complex type is of the same type as the type that is specified in
[MS-DTSX2] section 2.4.4.
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3 3—Structure Examples

The following is an example of a typical project connection manager file for a project deployment file,
including all the mandatory elements and examples of property and parameter declarations.

<?xml version="1.0"?2>
<DTS:ConnectionManager xmlns:DTS="www.microsoft.com/SqglServer/Dts"
DTS:0ObjectName="LocalHost.SSISDB"
DTS:DTSID="{F748E972-9F95-460C-80D2-22763B281155}"
DTS:CreationName="OLEDB">
<DTS:0ObjectData>
<DTS:ConnectionManager
DTS:ConnectionString="Data Source=.;Initial
Catalog=SSISDB;Provider=SQLNCLI11.1;Integrated Security=SSPI;Auto Translate=False;" />
</DTS:0bjectData>
</DTS:ConnectionManager>
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4 4—Security

4.1 4-1—Security Considerations for Implementers

The shared connection manager file can contain sensitive information, such as user names and
passwords that are used to access data sources.

When sensitive values are present in a project or its SSIS packages, the user should use the
appropriate protection level for serialization, as described in this document and in [MS-DTSX]
section 4.1.

4.2 4-2—Index of Security Fields

None.
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5 5—Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs=.

= =—Microsoft SQL Server 2012
= =—Microsoft SQL Server 2014

= Microsoft SQL Server 2016

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number appears
with the product version, behavior changed in that service pack or QFE. The new behavior also applies
to subsequent service packs of the product unless otherwise specified. If a product edition appears
with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD or
SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product does not
follow the prescription.
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6 6—Change Tracking

Ne-tableofThis section identifies changes isavaiable—Fhethat were made to this document iseither
nrew-er-has-had-re-changes-since itsthe last release._Changes are classified as New, Major, Minor,
Editorial, or No change.

7—The revision class New means that a new document is being released.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements or functionality.

= The removal of a document from the documentation set.

The revision class Minor means that the meaning of the technical content was clarified. Minor changes
do not affect protocol interoperability or implementation. Examples of minor changes are updates to
clarify ambiguity at the sentence, paragraph, or table level.

The revision class Editorial means that the formatting in the technical content was changed. Editorial
changes apply to grammatical, formatting, and style issues.

The revision class No change means that no new technical changes were introduced. Minor editorial
and formatting changes may have been made, but the technical content of the document is identical
to the last released version.

Major and minor changes can be described further using the following change types:

=  New content added.

= Content updated.

= Content removed.

= New product behavior note added.

=  Product behavior note updated.

=  Product behavior note removed.

= New protocol syntax added.

= Protocol syntax updated.

= Protocol syntax removed.

= New content added due to protocol revision.

= Content updated due to protocol revision.

= Content removed due to protocol revision.

= New protocol syntax added due to protocol revision.

= Protocol syntax updated due to protocol revision.

=  Protocol syntax removed due to protocol revision.

= Obsolete document removed.

Editorial changes are always classified with the change type Editorially updated.
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Some important terms used in the change type descriptions are defined as follows:

= Protocol syntax refers to data elements (such as packets, structures, enumerations, and

methods) as well as interfaces.

= Protocol revision refers to changes made to a protocol that affect the bits that are sent over the

wire.

The changes made to this document are listed in the following table. For more information, please

contact dochelp@microsoft.com.
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